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ASIS Council Corner
Don Shellenberger, CPP, Council Liaison
ASIS Councils are impressive! As I
attended the ASIS International 62
Annual Seminar and Exhibits program
and volunteered at the Physical
Security Council (PSC) booth, I
couldn’t help but be a bit “boastful,
happy, and prideful” in seeing all the
effort and work, that many of these
very hard working professionals donate
their time in support of not only the
PSC, but many other councils as
well. The School Security Council and
the Cultural Properties Council
received heavy foot traffic, as did our
PSC. “Hardening Soft Targets” were
well attended sessions, many of which
were Council sponsored. As the
Chapter’s council liaison I was able to
write a memo, that is/will be directed
to all Chapter Chairpersons/Council
Chairs announcing and identifying the
efforts of the PSC and how it can add
value to the local chapters activities.
Did you know that ASIS
International has been promoting
getting people to “Moderate” one of
the many educational sessions? This is
typically offered to active council
members first, but then it’s usually
opened up to the entire fully paid
registrants, which gives you a significant
reduced cost to attend the Seminar &
Exhibits program. I volunteered to
‘Moderate’ at an educational session. I
was planning on attending anyways, so I
figured I could stand up there and give
some opening remarks, directions,
conduct a head count of attendees and
remind the participants to fill out their
evaluations at the end of the
session. More importantly, it gave me
an opportunity to get to know the
speaker(s) and grow my network!! You
should consider going next year (its in
Dallas, TX) or taking advantage of one
of the many council sponsored 1, 2 and
3 day workshop sessions being offered

throughout the year. For
those who don’t travel
Internationally in our chapter,
next up is ASIS NYC in July,
2017….save the date!!
Don Shellenberger, CPP
Council_Liaison@phillyasis.com
All seats taken—SRO!
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Do You Really Need a Security Consultant?
We think so! Here are 7 good reasons why.

By Mike McGovern, Automatic Systems mmcgovern@automatic-systems.com. Reprinted by Permission.
Do you really need a security
consultant, especially for a simple
design of and entrance control system
like optical turnstiles or portals into
your building’s lobbies and entrances?
After all, as a security director, security
or loss prevention manager, you are
very qualified to perform your job.
That’s what you are paid for, right?
We’d like to offer our view on the
importance of independent professional
security design and consulting.
In our daily business we have
worked on many security projects
especially in the area of pedestrian and
vehicle entrance control. We have
helped design and provide tens of
thousands of turnstiles, portals and
gates in thousands of buildings and
campuses. Time and time again we have
seen the benefits of professional
security design and likewise have seen
the shortcomings on projects built
without a professional security
engineer consultant.
Today’s increasingly complex world
offers many examples where situations
call for an outside expert. Look at
medical care, as an example. Modern
medicine has advanced so rapidly that
outside experts are often required to
properly care for a patient. And
chances are good that your company
uses an outside accounting firm to
review its financial statements, even
though they may have accountants as
employees. Large corporate giants and
even governments call upon private
firms for specialized services all the
time, in many specialized areas to
increase efficiency and productivity.
Oftentimes consultants are “hired” for
work at our firms where the nature of
the projects or specific functions are

seasonal or periodic. So consultants in
general are a critical and important part
of our everyday world. The same goes
for security engineering/design and
security project management.
Strong security and facility
management professionals recognize

Isn’t it amazing how so called
“consultants” always come up with
solutions that involve you buying their
products? A true consultant, like most
security consultants we have ever dealt
with, is one who does not profit in any
way from their recommendations to
you or your company. This
independence allows them to offer you
the best advice, tactics and equipment
without there being a financial incentive
behind the recommendation.
# 2 – Tactical Planning—Security
Strategy
A good security consultant will
ensure that you spend time building a
firm foundation based on strategy
before suggesting any tactics aimed at
improving security. He/she will start
with something called a risk analysis
that identifies vulnerabilities and helps
set the stage for what is needed. A
sound strategy sets guidelines and
provides structure so that security
objectives may be identified and aligned
with business goals. Good consultants
have experience with situations similar
that certain situations call for an
to yours. They are familiar with best
outside expert. You know our own
practices and solutions that have
expertise and our strengths, you are
worked in other applications and bring
quite confident in our work. But you
that knowledge to you. They will have
also know when to bring in outside
the benefit of knowledge and
assistance, especially considering the
experience from similar projects in
many benefits both financially and
related industries or geographies.
otherwise.
# 3 – Specialized Skills
We’ve listed seven most impactful
Some projects require expertise
reasons that a security consultant is
with security disciplines or integration
critical for your security and/or
that you simply don’t have in-house. A
entrance control project:
security consultant can fill these skill
# 1 – Independence—Security
gaps so that you may successfully
Consultants Don’t Sell Equipment achieve your overall security and
or Integration
business objectives. Security
It seems like EVERYONE calls
consultants are trained and typically
(Continued on page 9)
themselves a consultant these days.
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The Guardian Indoor Active Shooter Detection System
Shooter Detection Systems (SDS) is the world leader gunshot
detection technology. SDS is focused on saving lives through the
use of proven, military-grade technology designed by the world’s
foremost scientists. Developed in conjunction with the Defense
Advanced Research Projects Agency (DARPA) and a leading
defense contractor, SDS’ gunshot detection systems utilize the
most advanced and proven shooter detection technologies
available in the commercial market.
The Guardian Indoor Active Shooter Detection System utilizes the
world’s finest acoustic gunshot detection capability combined with
infrared gunfire flash detection to produce the most accurate
system available. Guardian sends an alert within a second with
zero false alerts, and is the first stand-alone, smart sensor for
indoor active shooter events. With over 12 million hours of
installed time with zero false alerts, SDS is the recognized gunshot
detection solution provider of choice, dedicated to superior
products and satisfied customers in schools, corporations, public
venues and government facilities nationwide.

For more information, visit www.shooterdetectionsystems.com.
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Security and the Law this Month
Drone Surveillance and Privacy in Your Home
By Joseph Sestay, Esq., AIA

Drone Surveillance
The U.S. Supreme Court has also
found that aerial surveillance of a
person’s property, without probable
cause or a search warrant, was
reasonable and not prohibited by the
Fourth Amendment because members
of the public could also fly over the
property and observe the marijuana
growing in the defendant’s back yard.
Similarly, the Courts have found
that there is no reasonable
expectation of privacy in trash left for
pick-up by the local garbage service
since, once it is left for pick-up, it is
accessible to the public at-large.

Privacy in Your Home

As can be expected however, the
U.S. Supreme Court and the lower
courts have held that a person has a
reasonable expectation of privacy in
his or her own home, and therefore
any surveillance must generally be

supported by probable cause and a
search warrant.
Hotel Rooms- Does a person have
a reasonable expectation of privacy in
his or her belongings in a hotel room
given that hotel staff routinely enter
the room to provide cleaning and
maid service?
The U.S. Supreme Court, in Stoner
v. California, 376 U.S. 483 (1964) held
that despite the access implicitly
authorized to hotel employees, this
implied grant of public access did not
apply to the police.
Waiver- Can a person, through
their actions, waive their reasonable
expectation of privacy in their own
home?
Apparently, yes. The court held
that once the drug defendant invited
confidential informant into his home,
he forfeited his privacy interest in
those activities that were exposed to

I N S E C U R ITY

the informant, and thus, informant's
secret video recording of drug
transaction in defendant's residence
did not violate the defendant's Fourth
Amendment rights.
Joe Sestay is a California Construction
attorney who represents developers,
owners, contractors, subcontractors,
building material manufacturers,
architects, and engineers in construction
and building product-related matters,
including claims, litigation, and contract
formation/interpretation. Joe is also a
licensed Architect, and in that prior
capacity was a Project Architect for
various institutional and private clients.
He is a member of the State Bar of
California, is licensed to practice in State
and Federal Court, and is a member of
the American Bar Association.
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About the Delaware Valley
Intelligence Center
The Delaware Valley Intelligence
Center (DVIC) was established to
create cross-jurisdictional partnerships
between local, state, and federal
agencies, and private sector
participants. The DVIC serves as the
central point in the Delaware Valley
region for the collection, analysis and,
timely dissemination of all-hazards
information. The fusion center concept
is integral to the Department of
Homeland Security's (DHS) strategic
initiative for information sharing.
Fusion centers are critical to forging
strong partnerships and information
sharing among state, local, and federal
government agencies. It is important
that these agencies act upon valid
intelligence in order to successfully
manage criminal, terrorist and
homeland security threats within the
DVIC area of operations.
The DVIC produces intelligence
analysis for both law enforcement and
non-law enforcement personnel, is
capable of providing information in real
-time to our key partners throughout
the United States, and is part of the
nationwide fusion center network. The
DVIC coordinates with local, state and
federal agencies, and members of
critical infrastructure sectors to ensure
a coordinated intelligence exchange and
to disseminate information and allhazards “best practices.” The DVIC
serves as an information source for
suspected or actual terrorist acts,
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natural disasters, criminal activity, and
helps to facilitate comprehensive
protection strategies. The DVIC is
integrated into the national network of
fusion centers. These centers have the
ability to share information horizontally
and vertically with partners at the local,
state, tribal and federal levels.

and investigative support to the
Philadelphia Police Department. Video
feeds from city of Philadelphia, SEPTA,
and independent businesses cameras
are available for monitoring around the
clock, by staff in the Real Time Crime
Center. The RTCC also processes
crime tips that are sent in by members
of the public.
The DVIC provides a centralized,
Delaware Valley Intelligence
multi-agency intelligence-sharing
Center (DVIC)
network. This fusion center enhances
Now more than ever, connecting
the effectiveness of the agencies,
the dots before an emergency situation
organizations and community partners
occurs is instrumental in safeguarding
involved in hazard-prevention activities.
the well-being of our communities. In
The DVIC adheres to all applicable
times of crisis, accurate and timely
laws protecting privacy. It has
information sharing is crucial to
established a formal privacy policy, a
supporting the health and safety of the
full-time privacy officer and ongoing
public. The Delaware Valley
training programs related to protecting
Intelligence Center (DVIC) located in
Civil Liberties.
South Philadelphia utilizes a
A Unique Environment
collaborative and proactive approach to
Bringing federal, state and local law
forecast and prevent threats to the
enforcement agencies along with
region, while ensuring the protection of
essential public and private partners
people’s civil rights and civil Liberties.
under one roof, helps to create clear,
Using state-of-the-art technology,
real-time communication pathways for
the cooperative intelligence center
information sharing. This ability to
assists emergency responders in better
seamlessly share resources, expertise
identifying emerging crime, terrorism
and valuable information maximizes our
and potentially dangerous weather
ability to detect, prevent and respond
events in Southeastern Pennsylvania,
to suspicious or hazardous activity. In
Southern New Jersey, Northern
this unique, cooperative environment,
Delaware and Northeastern Maryland.
the DVIC makes great efforts to
prevent catastrophes, save lives and
Real Time Crime Center
protect the people, communities and
The DVIC is home to the Real Time critical infrastructure of the Delaware
Crime Center (RTCC), an innovative
Valley.
unit that provides real time analytical
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KOLINS SECURITY GROUP
A Division of Russell Kolins Associates

We’re Growing!
We Have a New Name and an Expanded Team of Hand Picked Qualified Experts. Our vast wealth of experience,
education, and training has helped numerous clients find the truth and achieve positive legal results.

AREAS OF EXPERTISE
 Alcohol Service Standards
 Casino/Gaming Security
 College & Universities Security
Planning and Analysis
 Commercial Security
 Crime Foreseeability
 Crime Prevention
 Crime Risk Analysis
 Crowd Control
 Cultural Property Security
 Cybersecurity
 Healthcare Security
 Hotel / Motel Security
 Liquor Liability
 Mall Security

 Negligent Hiring
 Negligent Retention
 Nightclubs
 Parking Lots / Garages
 Police / Security Liability
 Police Ethics
 Police Failure to Protect
 Police Misconduct Investigations
 Police Practices & Procedures
 Police Pursuits
 Police Weapons
 Premises Liability
 Resort Security
 Restaurants & Bars
 Retail Security

http://kolinssecuritygroup.com/

 Risk Assessment
 Safety & Security
 School Safety
 School Security
 Security (Computers)
 Security / Premises Liability
 Security Consulting
 Security Negligence
 Security Practices & Procedures
 Security Training
 Special Event Security
 Standards of Care (Alcohol)
 Threat Assessments
 Use of Force
 Verbal Judo
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Thousands Attend ASIS International 62nd Annual
Seminar & Exhibits in Orlando, Florida
ASIS 2016 in Orlando, Florida,
took place this month and reports
from ASIS place attendance at over
15,000 people. The registered
attendance figure may be slightly
higher than ‘Physical’ attendance
figures, but nonetheless represents a
10% increase in attendance from the
2015 event.
Experienced conference goers
expressed to me that the exhibit floor
was considerably smaller this year
than in previous years. All of the
manufacturers one would expect to
be there, seemed to be there. ASIS
took certain steps to channel
attendees to the show floor, offering
refreshment breaks in various
locations throughout the day and
establishing a photo studio in the back
corner for professional portraits (no
more bathroom selfie LinkedIn profile
pictures!). If visitors to ASIS 2016
stayed in the exhibit hall, then they
probably came away with a lot of line
sheets, pens, and swag, but they
missed out on what I found to be two
much larger take-aways.
If the education sessions I attended
were a true representation, then they
were all well attended. Two of the
sessions I attended were standing
room only. While I stuck mostly to
the ASIS security design, engineering,
and integration track, Chairperson

Jerry ‘Dutch’ Forstater attended some
of the co-located (ISC)2 Security
Conference, and gave good reviews.
Attendees examined the value of
secure information sharing and the
role of data acquisition and
information sharing in security
management and decision making.
We have a tendency sometimes to
underestimate our organization. We
can allow ourselves to feel that it’s a
networking club, meant for nothing
more than creating leads and sharing
leads. Certainly, there is an element
of that, but more so than networking
and lead sharing in Orlando,
relationship building seemed to take
priority over goldmining. One online
forum suggested that it seemed as
though there had been a draft in the
security industry, with many familiar
faces working for different companies.
ASIS 2016 provided an opportunity to
touch base with key partners who
may have recently moved to new
companies. Additionally, I heard and
participated in some very solutionsbased conversations related to new
technology, old technology, and the
marriage of the two.
The President’s Reception at
Orlando Universal Studios was a
highlight for many, myself included.
AlliedUniversal sponsored the closing
of the park to the general public and

the opening of it to ASIS members.
The rides, restaurants and bars in the
park were open, and the lines to get
on the rides, nonexistent.
Secretary of Homeland Security,
Jeh Johnson spoke to a packed house
Monday afternoon. The Secretary
announced the new DHS mission
statement and focused on public and
private sector convergence and the
important role that those of us in the
private security industry play in
securing the homeland. A day after
the 15th Anniversary of 9/11,
Secretary Johnson’s speech was timely
and motivating.
The annual ASIS seminar and
exhibits are a great opportunity to
realize how valuable our Society is
not only to our profession, but to
ourselves as professionals. The
expertise and industry knowledge that
was shared over those 3 muggy days
in Orlando was, literally, enough to fill
volumes. It can be productive, but it is
no doubt costly. The benefits of ASIS
membership aren’t only present at the
annual ASIS Seminar and Exhibits,
however. The Greater Philadelphia
Chapter of ASIS offers many of the
same opportunities for relationship
building, education, motivation, and,
of course, fun.

Active Shooter Panel at Constitution Center, Friday, October 14
We have been notified of the following discussion. This event is free, but space is limited.
Registration is LIVE for InfraGard’s next Chapter meeting, to be held Friday, October 14 at the Constitution Center in
downtown Philadelphia. For those who were lucky enough to get into the last sold-out event we had at this facility, you
will recognize the format as very similar to the Active Shooter Session we had there in 2013. This will be an expert panel
discussion moderated by InfraGard Governor and regular contributor to The Hill, A. Benjamin Mannes.
Below is a brief of the agenda: The Philadelphia Chapter of InfraGard is hosting a forum on violent extremism. Topics
covered will include ISIS radicalization and lessons learned from domestic active shooter incidents. This two-hour session
will also highlight public/private partnerships, federal, state and local resources, and suspicious activity reporting in an
effort to enhance safety throughout our region. This Event is Free of Charge. Advanced Online Registration Required.
Seating is Extremely Limited. Doors open at 8AM | Presentations start at 9AM. Our highly regarded panel of experts will
include: Peter Leitner, PhD. Go to http://www.philadelphiainfragard.org/
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Do You Really Need a Security Consultant? (continued from page 3)
or making corporate enemies.
certified in skill areas required for
#5 – Focus
special projects such as security
One of the big benefits to working
planning, engineering & design of a
with a security consultant is that they
security and entrance control system,
keep focused and accountable to
RFP management, contracting, and
completing the tasks at hand. A good
project management.
consultant will help keep the project on
schedule, and limit the possibility of
unintended “project creep”, and the
resulting “budget creep”. You will get
unbiased expert opinion of your
situation. Sometimes we as security
professionals can get too close to a
situation to see it clearly. A security
consultant can bring a fresh perspective
for your consideration. And they’ll
keep the project moving forward to
generate results.
# 6 - Training & The Latest
Technologies
# 4 – Return on Investment (ROI)
With rapid advancement in security
Security consultants really pay for
technologies, and the increasing
themselves in terms of the money that amount of integrations between
is saved through the processes and
systems, you may not be up-to-speed
value that they bring to the table. For
with the latest in technology. Strong
one, many times security projects
security consultants stay current with
issued by security managers often get
technology. Many have access to
bid out without proper specifications
insider information from security
and qualification criteria, thereby
equipment manufacturers and other
inviting low quality bids or bids with
users that you simply don’t have. Most
major shortfalls in terms of
professional security design engineers
components required for an effective
have many years of training and have
system. When this happens the cost of certifications from organizations like
change orders and unexpected
ASIS, BICSI, AIA, and the like.
expenses can be quite high. A low bid
Additionally, they stay abreast of all
turns into the highest cost in the end.
improvements and enhancements in
Additionally, your security consultant
the vendor product lines, and they vet
will have an objective eye and a nonthose products before adding them
biased view on the various competing
into their arsenal of recommended
proposals that are delivered in
solutions. By employing a security
response to an RFP. His/her
consultant you will have access to all of
involvement and independent analysis
that training and knowledge.
can help take the potential effect of
# 7 – More Effective Use of Your
relationships out of your decision. They Time or Resources
can also “tell-it-like-it-is” without
As a security professional, manager
having to worry about company politics or director you have many demands on

(Continued from page 3)

your time and resources. We don’t
know of even one security buyer who
has extra time on his/her hands to
manage risk analysis, security design,
product selection, RFP, and
implementation for a sophisticated and
effective security or entrance control
project. These projects take thousands
of man-hours. It’s highly unlikely that
you have the time or staff to
successfully complete a project of such
scope, and definitely NOT in a timely
manner. Security consultants can work
full-time on projects without the daily
distractions faced by the security
manager. The right consultant at the
right time can save you money. Due to
their expertise they can often complete
projects faster than in-house teams.
Consultants are less likely to make
errors. And since their
recommendations are not dependent
upon product sales commissions, office
politics, or vendor biases, you’ll gain
unbiased, expert advice.
What to do Next?
There are many excellent security
design engineer consultants to choose
from. At Automatic Systems, we have
worked with hundreds of excellent
security practitioners in design and
management of security entrance
control projects. You will want to
make direct contact with one more to
discuss your particular needs and
develop a plan for working together.
Some independent security consultants
are members of the International
Association of Professional Security
Consultants (IAPSC). Many others can
be located by searching for terms such
as “security technology consulting”, or
“physical security design consultant” on
the web. Another potential resource is
the Security Specifiers website.
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Diamond Sponsorships for the DVIC Event
Diamond Sponsorships are available through September 29th, which includes
one-page handout of services or product at the event with program
information and publishing of one full-page ad in newsletter for two months
sent to all subscribers (over 1,000). Special impressions emphasize
professionalism, quality and sustainability to your security audience.
Address:
ASIS GPC
P.O. Box 95
Fort Washington, PA 19034
Email:
Chairperson@phillyasis.com
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